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Secure, Scalable Backup

to Microsoft Azure Storage \

Why CrashPlan? Integrated Azure Benefits

CrashPlan’s Azure-Centric SaaS solutions CrashPlan’s “Zero-Storage-Cost” patented technology

for endpoints, Microsoft 365, and servers empower backs up to Microsoft OneDrive and Azure blob storage,

organizations with enterprise-grade cyber-resiliency leveraging Microsoft’s world-class security, scalability,

and data protection capabilities. and hybrid support. Microsoft’'s ongoing multi-billion-dollar
security investments and trusted global reputation

Using Microsoft Azure as our Saa$S host, CrashPlan ensures are foundational to our partnership and ensure continued

scalable, low-cost, secure data storage with e-discovery/ innovation and reliable data resiliency.

search enabled administrator and self-service restores.

Core Features

Advanced Data Security

AES-256 encryption and TLS 1.2
transmission protocols protect data
both at rest and in transit, with strong
segregation-of-duty measures.

Policy-Based Management
& Centralized Control

% Admins can tailor backup policies @
and oversee enterprise-wide activities
through a unified console, ensuring
data integrity and compliance.

Microsoft Entra ID Integration

CrashPlan for Microsoft 365 integrates
with Microsoft Entra ID (formerly
Azure Active Directory), for seamless
access management and sign-in

for all your users.
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Immutable Storage

& E-discovery

Data may be stored immutably,

and CrashPlan offers robust indexing

for legal and compliance searches.
Enable legal hold directly in the CrashPlan
console to retain critical data until release.

Cost-Effective Flexibility

You can utilize your own storage targets
(including Azure, OneDrive, or virtually
any other target) to reduce total cost

of ownership. Or leverage CrashPlan’s
Azure storage for a turnkey solution.

Incremental Backup Efficiency
with Global Deduplication

After the initial data upload, only new
and modified data are backed up to
optimize storage and network resources.
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Comprehensive Security
& Threat Prevention

CrashPlan’s multi-layered “Air Gap” security approach includes
rapid recovery features to mitigate ransomware threats,
zero-knowledge privacy principles, and regulatory compliance
with standards such as HIPAA, GDPR, SOX, and more. Built-in
audit trails offer tangible compliance evidence, while hybrid
deployments (Bespoke BaaS) provide seamless transitions
between on-premises and cloud solutions.

Simplified Management
& Global Scalability

CrashPlan provides a single-pane management interface,
empowering businesses to scale across global locations
with built-in redundancy, failover, and data sovereignty
controls where needed. Our secure web-based interface
ensures data can be safely recovered to any device.

The CrashPlan Advantage:
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Flexible and Cost-Effective Cyber-Resiliency

& Data Protection

Avoid vendor lock-in by choosing your preferred storage
targets and reducing total cost of ownership with versatile
deployment options tailored to your needs.

Uncompromising Security and Privacy

CrashPlan’s zero-trust architecture and zero-knowledge
privacy principles ensure your data remains encrypted,
protected, and exclusively accessible to your organization
—both in transit and at rest.

Comprehensive Threat Prevention and Compliance
From ransomware mitigation to regulatory adherence

with HIPAA, GDPR, and more, CrashPlan provides robust
tools to safeguard and manage critical data with confidence.

Hassle-Free Legal Hold Management

Retain user data indefinitely with a simple configuration
in the CrashPlan console, providing peace of mind

for audits, investigations, and regulatory requirements.

Seamless Management and Scalability

Control and optimize your backup operations across global
locations from a single intuitive interface, ensuring data
integrity, availability, and simplified compliance.

rovides cyber-ready data resilience and governance in a single platform for organizations whose ideas power their revenue.

Trusted by entrepreneurs, professionals, and businesses of all sizes worldwide, CrashPlan’s comprehensive backup and recovery solutions

ensure the safety and compliance of data without disruption, anywhere at any time.

To learn more, contact us at www.crashplan.com/contact-sales
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