
 

  

The Shared 
Responsibility Model
The shared responsibility model is the foundation of secure  

public cloud environments. In a secure public cloud environment,  

the shared responsibility model defines which responsibilities belong  

to you (the customer) and which fall to the Cloud Service Provider (CSP).

Customer Responsibility: 

ډ  Limiting access and following compliance rules  

to maintain safety.

ډ  Managing access and secure logins  

with the right tools.

ډ  Protecting connected devices  

from ransomware and other threats.

ډ  Configuring APIs, storage,  

and systems properly to prevent breaches.

ډ  Writing and deploying apps  

using secure practices.

CSP Responsibility:

ډ  Securing data centers, hardware, and facilities  

to protect the physical infrastructure.

ډ  Managing systems that make  

cloud functionality possible.

ډ  Providing tools like firewalls and network defenses 

to enhance security.

ډ  Securely deploy and configure cloud infrastructure 

for SaaS applications.

ډ  Implementing authentication methods  

(e.g., MFA) and managing permissions.

ډ  Protecting the software and its underlying code.

CrashPlan provides cyber resilience and data protection through a unified platform 

trusted by organizations worldwide. With secure, scalable backup and recovery  

for servers, endpoints, and SaaS applications, CrashPlan safeguards critical data 

against threats such as accidental deletion, ransomware, and system failure.  

Built with proactive threat detection and automated governance, CrashPlan ensures 
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Lower costs

Save money by letting your cloud provider handle some 

security tasks, reducing the need for extra tools or sta�.
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Scalability

Adjust security strategies for your model  

as your business grows. 

Clear accountability

Spell out who does what and reduce confusion  

during incidents.

Reduced operational burden

Shift your crew’s focus to other big-ticket priorities by 

letting your CSP shoulder more of the security workload.

Benefits 

Adopting a shared responsibility model for cloud security makes your life easier and your business safer and more resilient.
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