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BACKUP Entra ID . RECOVERY

with precision

Go beyond short native recovery windows with independent
backups, longer retention, and granular recovery of Entra ID
objects, policies, and relationships.

e Compare current and historical identity state
e Recover objects without breaking dependencies
® Protect Microsoft 365 access and data together

Even small identity changes can create big problems

Entra ID sits at the center of access to Microsoft 365 and critical business resources. When something goes

wrong, unintended changes can create much bigger recovery problems.
« Malicious identity changes « Compromised administrator accounts
- Accidental deletion - Failed scripts or automation

« Misconfiguration « Unintended role, permission, or policy changes

Entra ID recovery built for cloud-first IT.

Compare current and historical identity states

When an identity incident happens, the first challenge is
understanding exactly what changed so you know what
needs to be restored. A compromised admin, failed script, or
misconfiguration can alter objects, permissions, policies, and
relationships across Entra ID.

Compare your current Entra ID environment with a historical
backup, or compare two historical backups, to investigate
what changed and identify exactly which objects, policies, and
relationships need to be restored.

Extend recovery beyond the native window

Entra ID’s native 7-day retention windows can leave IT with

no known-good state to return to. Identity problems can go
undetected for more than seven days, while urgent incidents can
require a recovery point from less than 24 hours ago.

Recover exactly what needs to be recovered

Recover at the object, attribute, policy, or relationship level
instead of relying on manual reconstruction or broad rollbacks
that reverse both bad changes and good ones.

Restore a single user or configuration, recover multiple affected
objects, recreate hard- and soft-deleted objects, or address a
larger identity incident.

Protect identity and Microsoft 365 data together

Entra ID backup and recovery is included with CrashPlan
Microsoft 365 backup and recovery.

Protect the identities that control access alongside the email,
files, sites, and other Microsoft 365 data those identities help
secure—all through one CrashPlan relationship and per-user
licensing model.



Extend Microsoft Entra ID recovery beyond the built-in window

Microsoft provides native Entra ID backup and recovery as part of its broader approach to recoverability. CrashPlan
extends protection by adding more control over backup windows and retention, additional restore capabilities, and
independent backup copies.

Capability Microsoft native Entra ID backup CrashPlan Entra ID backup and recovery

Automatic backups with
Backup frequency Once per day @ configurable schzduling
Recovery history Up to 7 days @ Configurable longer-term retention
Deleted object Soft-deleted items are @ Soft and hard-deleted objects
recovery recoverable are recoverable
Backup Maintained within the @ Independent backup copies
independence Microsoft ecosystem through CrashPlan
Historical Compare current and @ Compare current state with historical
comparison previous state backups, or compare historical backups
Microsoft 365 Separate from @ Entra ID protection included with CrashPlan
data protection Entra ID recovery Microsoft 365 backup and recovery
Storage flexibility Microsoft-managed @ g:::rs\:’;?:;:anaged or bring your
Licensing Requires supported @ Included with CrashPlan Microsoft 365

Microsoft Entra licensing backup and recovery

Protect the identity layer your
Microsoft 365 environment depends on

See how CrashPlan can extend Entra ID recovery beyond native limits and bring identity
recovery together with Microsoft 365 data protection in one platform.

X o0 Contact us to learn more at crashplan.com/contact-sales

CrashPlan delivers enterprise-grade backup, recovery, and archiving to protect the data organizations cannot afford to lose. With a cloud-native platform,
CrashPlan helps businesses secure Microsoft 365, Google Workspace, endpoint, and server data with scalable protection that reduces risk, supports
compliance, and controls storage costs. Built for modern IT environments, CrashPlan enables fast, reliable recovery while supporting long-term retention,
legal hold, and broader data governance needs. © 2026 CrashPlan® All rights reserved.
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